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–  Telerehabilita;on	
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  (VoIP)	
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•  New	
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  –	
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Reinvestment	
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  (ARRA)	
  and	
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  Informa;on	
  
Technology	
  for	
  Economic	
  and	
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  Health	
  (HITECH)	
  

•  Privacy/Security	
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•  Risk	
  Assessment	
  of	
  current	
  VoIP	
  landscape	
  
•  Recommenda;ons	
  
•  VISYTER	
  	
  



Telerehabilita;on	
  
•  (ATA—TR	
  SIG)	
  	
  Blueprint	
  TR	
  Guidelines	
  
•  Assessment,	
  monitoring,	
  preven;on,	
  
interven;on,	
  supervision,	
  educa;on,	
  
consulta;on,	
  counseling	
  

•  Telespeech,	
  teletherapy,	
  teleprac;ce	
  



Telerehabilita;on	
  
•  Privacy	
  and	
  confiden;ality	
  of	
  
telerehab	
  technology	
  

•  Client	
  awareness	
  of	
  rights	
  and	
  
responsibili;es	
  

•  Equipment,	
  regula;ons,	
  protec;on	
  
of	
  client	
  informa;on,	
  training,	
  
strategies	
  environmental	
  care,	
  
infec;on	
  control,	
  ethics	
  



	
  
Voice	
  over	
  Internet	
  Protocol	
  (VoIP)	
  

	
  

	
  

– Voice	
  and	
  Video	
  teleconferencing	
  	
  
– Important	
  service	
  for	
  rural	
  clients	
  	
  
– Low	
  cost	
  	
  
– Eliminates	
  travel	
  ;me	
  and	
  office	
  wait	
  
;mes	
  

– Some	
  users	
  believe	
  they	
  are	
  HIPAA	
  
compliant	
  

	
  
	
  
	
  



Voice	
  over	
  Internet	
  Protocol	
  (VoIP)	
  

– Need	
  to	
  comply	
  with	
  the	
  new	
  HIPAA	
  provisions	
  if	
  
VoIP	
  is	
  considered	
  a	
  business	
  associate	
  

	
  
–  Important	
  for	
  en;;es	
  that	
  use	
  VoIP	
  systems	
  to	
  
address	
  and	
  comply	
  with	
  the	
  privacy	
  and	
  security	
  
guidelines	
  and	
  HIPAA	
  requirements.	
  	
  	
  

	
  
•  Perform	
  a	
  Risk	
  Analysis	
  on	
  the	
  Privacy	
  and	
  
Security	
  of	
  VoIP	
  systems	
  	
  



ARRA/HITECH—HIPAA	
  	
  

•  Uncertainty	
  exists	
  between	
  healthcare	
  
providers,	
  informa;on	
  technology	
  experts,	
  
etc.	
  as	
  to	
  whether	
  VoIP	
  is	
  private,	
  secure,	
  
and	
  HIPAA	
  compliant.	
  	
  

•  Confusion	
  over	
  whether	
  VoIP	
  systems	
  like	
  
Skype,	
  ooVoo	
  etc.	
  are	
  considered	
  BAs	
  and	
  
therefore	
  must	
  meet	
  the	
  new	
  HIPAA	
  
requirements	
  

	
  
	
  	
  



ARRA/HITECH-­‐-­‐HIPAA	
  

– Per	
  DHHS,	
  “Any	
  en;ty	
  that	
  works	
  on	
  behalf	
  of	
  a	
  
covered	
  en;ty	
  is	
  generally	
  a	
  business	
  associate	
  if	
  
they	
  handle	
  PHI.”	
  www.hhs.gov/ocr/privacy	
  

–  If	
  VoIP	
  is	
  a	
  BA,	
  then	
  under	
  the	
  new	
  rules	
  they	
  are	
  
subject	
  to	
  certain	
  provisions	
  of	
  the	
  HIPAA	
  
amendments,	
  such	
  as	
  repor;ng	
  security	
  breaches	
  
to	
  the	
  CEs	
  in	
  60	
  days	
  acer	
  discovery	
  as	
  well	
  as	
  the	
  
civil	
  and	
  criminal	
  penal;es	
  for	
  viola;ons.	
  



VoIP	
  Privacy	
  and	
  Security	
  Checklist:	
  
Privacy	
  

•  Personal	
  Informa-on	
  
–  Listening	
  in	
  
–  Accessible	
  to	
  Employees	
  
of	
  VoIP	
  

–  Sharing	
  of	
  content	
  to	
  
protect	
  legal	
  interests	
  

–  Shared	
  with	
  3rd	
  party	
  
–  Time	
  to	
  comply	
  with	
  
changes	
  to	
  privacy	
  policy	
  

–  Amending	
  PHI	
  
–  User	
  contact’s	
  see	
  online	
  

•  Reten-on	
  of	
  Personal	
  
Informa-on	
  
–  Recorded	
  and	
  stored	
  
–  Length	
  of	
  ;me	
  retained	
  
–  Client	
  delete	
  informa;on	
  
–  Level	
  of	
  access	
  up	
  to	
  
user	
  

–  User	
  archive	
  on	
  network	
  
devices	
  

	
  	
  

	
  
	
  
	
  



VoIP	
  Privacy	
  and	
  Security	
  Checklist:	
  
Privacy	
  

•  Requests	
  from	
  Legal	
  
Authori-es	
  etc.	
  
–  Communica;on	
  content	
  

shared	
  with	
  LA	
  
–  Will	
  user	
  know	
  of	
  disclosure	
  
–  Background	
  of	
  employees	
  

providing	
  this	
  informa;on	
  
–  Appropriate	
  processing	
  of	
  

request	
  
–  Accoun;ng	
  of	
  disclosures	
  
–  Client	
  restric;on	
  of	
  uses	
  and	
  

disclosures	
  

•  Sharing	
  of	
  Personal	
  
informa-on	
  in	
  Other	
  Countries	
  

	
  
•  Linkage	
  to	
  Other	
  Websites	
  

–  With	
  other	
  privacy	
  policies	
  
–  VoIP	
  accept	
  responsibility	
  

for	
  these	
  other	
  sites	
  
–  Other	
  sites	
  comply	
  with	
  

privacy	
  and	
  security	
  
requirements	
  (HIPAA)	
  

	
  
•  	
  Voicemail	
  



VoIP	
  Privacy	
  and	
  Security	
  Checklist:	
  
Security	
  – Encryp;on	
  

•  Strong	
  encryp;on	
  
algorithms	
  during	
  
transmission	
  

• Protect	
  
eavesdropping	
  

•  Include	
  what	
  
encryp;on	
  entails	
  

– An;-­‐Spyware/Virus	
  
Protec;on	
  

– User’s	
  Public	
  Profile	
  
• Op;onal/Required	
  
by	
  user	
  

•  Seen	
  by	
  other	
  users	
  
•  Email	
  address	
  
encrypted	
  

•  Instruc;ons	
  on	
  how	
  
to	
  update	
  profile	
  



VoIP	
  Privacy	
  and	
  Security	
  Checklist:	
  
Security	
  

– Allowing,	
  	
  
	
  Removing,	
  	
  
	
  Blocking	
  Callers	
  

	
  
– Audit	
  System	
  
Ac;vity	
  
• Server	
  logs	
  
• Audit	
  Trail	
  

– Security	
  Evalua;on	
  
• Performed	
  by	
  
independent	
  
group	
  

• Authen;ca;on	
  	
  
• Password	
  
Management	
  

• Data	
  management	
  
• Proper	
  security	
  
measures	
  



Risk	
  Analysis:	
  Privacy	
  and	
  Security	
  of	
  
VoIP	
  

•  Risk	
  Analysis	
  of	
  10	
  most	
  popular	
  free	
  VoIP	
  
videoconferencing	
  socware	
  systems	
  was	
  performed	
  

•  The	
  top	
  sites	
  were	
  selected	
  from	
  two	
  different	
  
websites	
  that	
  reviewed	
  VoIP	
  socware	
  systems.	
  

•  Each	
  privacy	
  and/or	
  security	
  policy	
  and/or	
  terms	
  of	
  
use,	
  whichever	
  was	
  available	
  on	
  the	
  site,	
  was	
  reviewed	
  
and	
  analyzed	
  for	
  each	
  of	
  the	
  58	
  ques;ons	
  addressed	
  
on	
  the	
  checklist.	
  	
  	
  

•  A	
  summary	
  of	
  the	
  results	
  of	
  the	
  assessment	
  are	
  
provided	
  



Risk	
  Assessment	
  of	
  Personal	
  
Informa;on	
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A1:Listen	
  In	
   A2:Employee	
  Access	
   A3:Sharing	
   A4:Sharing	
  w/	
  Org	
   A5:Comply	
   A6:Amend	
   A7:See	
  Status	
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rc
en

t	
  

Category	
  Designa-on	
  

Does	
  not	
  Specify	
  

No	
  

Yes	
  

p=0.254	
  



Risk	
  Assessment	
  of	
  Reten;on	
  of	
  Informa;on	
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  B4:Dele;on	
  process	
   B5:User	
  access	
   B6:Archiving	
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Category	
  Designa-on	
  

Does	
  not	
  Specify	
  

No	
  

Yes	
  

p=0.112	
  



Risk	
  Assessment	
  of	
  Security	
  Measures:	
  
Encryp;on	
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Category	
  Designa-on	
  

Does	
  not	
  Specify	
  

No	
  

Yes	
  

p=0.006	
  



Recommenda;ons	
  
•  Risk	
  Assessment	
  
•  Use	
  the	
  HIPAA	
  compliance	
  checklist,	
  or,	
  
purchase	
  HIPAA	
  compliance	
  soEware	
  	
  

•  Form	
  a	
  team	
  of	
  health	
  and	
  legal	
  professionals	
  
•  Discuss	
  Security	
  Issues	
  

–  Change	
  default	
  passwords,	
  disable	
  remote	
  access	
  
– Use	
  two	
  factor	
  authen;ca;on	
  when	
  connec;ng	
  to	
  
VoIP	
  server	
  

–  Implement	
  VLAN	
  with	
  stand	
  alone	
  worksta;ons	
  
specifically	
  for	
  VoIP	
  transmissions	
  

–  Implement	
  encryp;on	
  methods	
  



Recommenda;ons	
  

•  Educate	
  and	
  train	
  therapists	
  and	
  other	
  
rehabilita-on	
  personnel	
  

•  Develop	
  an	
  informed	
  consent	
  
•  Choose	
  a	
  system	
  that	
  is	
  private	
  and	
  secure	
  -­‐-­‐-­‐
VISYTER……..	
  



VISYTER—Dr.	
  Bambang	
  Parmanto	
  
•  Versa;le	
  and	
  Integrated	
  SYstem	
  for	
  TEleRehabilita;on	
  (VISYTER)	
  is	
  

a	
  socware	
  plaporm	
  for	
  developing	
  various	
  TR	
  applica;ons:	
  

•  Including	
  a	
  remote	
  wheelchair	
  prescrip;on,	
  adult	
  au;s;c	
  
assessments,	
  and	
  interna;onal	
  physical	
  therapy	
  teleconsulta;ons.	
  	
  

•  An	
  evalua;on	
  of	
  VISYTER	
  for	
  delivering	
  a	
  remote	
  wheelchair	
  
prescrip;on	
  was	
  conducted	
  on	
  48	
  par;cipants.	
  Results	
  of	
  the	
  
evalua;on	
  indicate	
  a	
  high	
  level	
  of	
  sa;sfac;on	
  from	
  pa;ents	
  with	
  
the	
  use	
  of	
  VISYTER.	
  

•  hDp://www.youtube.com/watch?v=2cKg7iwD-­‐Ns	
  



Responsibility	
  	
  
•  Open	
  communica;on	
  and	
  Awareness	
  	
  
	
  	
  	
  	
  

	
  
	
  
	
  
•  All	
  should	
  examine	
  privacy	
  and	
  security	
  issues	
  

	
  

Therapist VoIP User 
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Ques;ons?	
  	
  
•  How	
  does	
  HIPAA	
  differen;ate	
  security	
  from	
  privacy?	
  
•  What	
  informa;on	
  can	
  poten;ally	
  be	
  accessed	
  via	
  Skype?	
  	
  
•  Should	
  we	
  expect	
  to	
  eliminate	
  all	
  security	
  risks?	
  	
  
•  What	
  is	
  feasible	
  to	
  do	
  in	
  keeping	
  with	
  the	
  spirit	
  of	
  the	
  law?	
  	
  
•  What	
  should	
  be	
  contained	
  in	
  a	
  consent	
  form	
  re:	
  risk?	
  	
  
•  What	
  more	
  can	
  you	
  tell	
  us	
  about	
  VISYTER	
  and	
  Vidyohealth?	
  	
  
•  Has	
  VoIP	
  been	
  classified	
  as	
  a	
  business	
  associate	
  under	
  the	
  

HITECH	
  defini;on	
  (if	
  not,	
  when	
  will	
  this	
  determina;on	
  be	
  
made)?	
  

•  What	
  addi;onal	
  resources	
  are	
  available	
  to	
  share	
  with	
  
administrators	
  who	
  have	
  concerns	
  related	
  to	
  HIPAA	
  
security	
  for	
  VoIP	
  technology?	
  



Addressing	
  Security	
  at	
  Sound	
  Beginnings:	
  
Daniel	
  Ladner	
  	
  	
  

3.	
  Socware:	
  	
  
–  Data	
  stream	
  encryp;on	
  and	
  network	
  data	
  nodes;	
  “note	
  passing	
  with	
  secret	
  decoder	
  rings”	
  analogy	
  
–  Central	
  directory	
  service;	
  “unlisted	
  number”	
  analogy	
  
–  Specific	
  examples:	
  Skype	
  (free	
  public	
  service)	
  and	
  Tandberg	
  (purchased	
  private	
  service)	
  

4.	
  External	
  environment	
  	
  
-  Physically	
  locking	
  down	
  equipment	
  
-  Eavesdropping	
  concerns	
  and	
  soundproofing	
  
-  Staff	
  access	
  to	
  equipment	
  
-  Access	
  to	
  session	
  recordings	
  
-  Legal	
  concerns	
  

1.	
  Computer:	
  
-  Password-­‐protected	
  
-  An;-­‐Virus	
  and	
  An;-­‐Spyware	
  protected	
  
-  Disallow	
  new	
  program	
  installa;on	
  

2.	
  Session	
  Recording:	
  
-  Equipment	
  examples	
  
-  Record	
  as	
  digital	
  files	
  or	
  onto	
  DVDs?	
  
-  How	
  are	
  recordings	
  made	
  available	
  to	
  researchers	
  and	
  families	
  ?	
  



The	
  Role	
  of	
  Consent	
  Forms	
  in	
  
Addressing	
  Security	
  

What	
  are	
  cri;cal	
  elements?	
  	
  
ü  	
  Simple,	
  clear	
  descrip;on	
  of	
  TI/telemedicine	
  
ü  	
  Lis;ng	
  of	
  the	
  types	
  of	
  informa;on	
  shared	
  
ü  	
  Poten;al	
  Benefits	
  
ü  	
  Poten;al	
  Risks	
  in	
  security	
  and	
  quality	
  of	
  service	
  
ü  	
  Parent	
  signature	
  reflec;ng	
  understanding	
  of	
  
	
  risks,	
  op;ons	
  

	
  


